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You may regard cloud computing as an ideal way for your company to control IT
costs, but do you know how private and secure this service really is? Not many
people do. With Cloud Security and Privacy, you'll learn what's at stake when
you trust your data to the cloud, and what you can do to keep your virtual
infrastructure and web applications secure.

Ideal for IT staffers, information security and privacy practitioners, business
managers, service providers, and investors alike, this book offers you sound
advice from three well-known authorities in the tech security world. You'll learn
detailed information on cloud computing security that-until now-has been sorely
lacking.

Review the current state of data security and storage in the cloud, including●

confidentiality, integrity, and availability
Learn about the identity and access management (IAM) practice for●

authentication, authorization, and auditing of the users accessing cloud services
Discover which security management frameworks and standards are relevant●

for the cloud
Understand the privacy aspects you need to consider in the cloud, including●

how they compare with traditional computing models
Learn the importance of audit and compliance functions within the cloud, and●

the various standards and frameworks to consider
Examine security delivered as a service-a different facet of cloud security●
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You may regard cloud computing as an ideal way for your company to control IT costs, but do you know
how private and secure this service really is? Not many people do. With Cloud Security and Privacy, you'll
learn what's at stake when you trust your data to the cloud, and what you can do to keep your virtual
infrastructure and web applications secure.

Ideal for IT staffers, information security and privacy practitioners, business managers, service providers,
and investors alike, this book offers you sound advice from three well-known authorities in the tech security
world. You'll learn detailed information on cloud computing security that-until now-has been sorely lacking.

Review the current state of data security and storage in the cloud, including confidentiality, integrity, and●

availability
Learn about the identity and access management (IAM) practice for authentication, authorization, and●

auditing of the users accessing cloud services
Discover which security management frameworks and standards are relevant for the cloud●

Understand the privacy aspects you need to consider in the cloud, including how they compare with●

traditional computing models
Learn the importance of audit and compliance functions within the cloud, and the various standards and●

frameworks to consider
Examine security delivered as a service-a different facet of cloud security●
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Editorial Review

About the Author

Tim Mather is an experienced security professional who is currently pursing a graduate degree in
information assurance full-time. He is a frequent speaker and commentator on informa-tion security issues,
and serves as an Advisor to several security-related start-ups.

Most recently, he was the Chief Security Strategist for RSA, The Security Division of EMC, responsible for
keeping ahead of security industry trends, technology, and threats. Prior to that, he was Vice-President of
Technology Strategy in Symantec's Office of the Chief Technology Officer, responsible for coordinating the
company's long-term technical and intellectual property strategy. Previously at Symantec, he served for
nearly seven years as Chief Information Security Officer (CISO). As CISO, Tim was responsible for
development of all information systems security policies, oversight of implementation of all security-related
policies and procedures, and all information systems audit-related activities. He also worked closely with
internal products groups on security capabilities in Symantec products.

Prior to joining Symantec in September 1999, Tim was the Manager of Security at VeriSign. Additionally,
he was formerly Manager of Information Systems Security at Apple Computer. Tim's experience also
includes seven years in Washington, D.C. working on secure communications for a classified, national-level
command, control, communications, and intelligence (C3I) project, which involved both civilian and military
departments and agencies.

Tim is a Certified Information Systems Security Professional (CISSP) and a Certified Information Systems
Manager (CISM). He holds Masters Degrees in National Security Studies from Georgetown University, and
International Policy Studies from Monterey Institute of International Studies. Tim holds a Bachelor's Degree
in Political Economics from the University of California at Berkeley.

Subra Kumaraswamy has more than 18 years of engineering and management experience in information
security, Internet, and e-commerce technologies. He is currently leading an Identity & Access Management
program within Sun Microsystems. Subra has held leadership positions at various Internet-based companies,
including Netscape, WhoWhere, Lycos, and Knowledge Networks. He was the cofounder of two Internet-
based startups, CoolSync and Zingdata. He also worked at Accenture and the University of Notre Dame in
security consulting and software engineering roles. In his spare time, Subra researches emerging
technologies such as cloud computing to understand the security and privacy implications for users and
enterprises. Subra is one of the authors of Cloud Security and Privacy, which addresses issues that affect any
organization preparing to use cloud computing as an option. He's a founding member of the Cloud Security
Alliance as well as cochair of the Identity & Access Management and Encryption & Key Management
workgroups. Subra has a master's degree in computer engineering and is CISSP certified.

Shahed Latif is a partner in KPMG's Advisory practice having extensive IT and business skills. He has over
21 years of experience working with the global fortune 1000 companies focusing on providing business and
technology solutions across a variety of areas. Shahed has spent 10 years in the London office working in the



financial sector consulting group, Information Risk management group and the assurance practice. He has
worked on large global companies giving him the opportunity to have worked in Africa, Asia, and Europe.

Users Review

From reader reviews:

Christopher Sanchez:

Do you have favorite book? In case you have, what is your favorite's book? Guide is very important thing for
us to know everything in the world. Each reserve has different aim or goal; it means that book has different
type. Some people experience enjoy to spend their time to read a book. They are really reading whatever
they acquire because their hobby is actually reading a book. Think about the person who don't like studying a
book? Sometime, man feel need book when they found difficult problem as well as exercise. Well, probably
you will require this Cloud Security and Privacy: An Enterprise Perspective on Risks and Compliance
(Theory in Practice).

Charles Jose:

Reading a guide tends to be new life style with this era globalization. With looking at you can get a lot of
information that will give you benefit in your life. With book everyone in this world can share their idea.
Books can also inspire a lot of people. Plenty of author can inspire their own reader with their story or
perhaps their experience. Not only the story that share in the textbooks. But also they write about the data
about something that you need illustration. How to get the good score toefl, or how to teach your sons or
daughters, there are many kinds of book that exist now. The authors these days always try to improve their
talent in writing, they also doing some investigation before they write to the book. One of them is this Cloud
Security and Privacy: An Enterprise Perspective on Risks and Compliance (Theory in Practice).

Elaine Gold:

As a university student exactly feel bored to help reading. If their teacher asked them to go to the library or
even make summary for some guide, they are complained. Just little students that has reading's heart and
soul or real their interest. They just do what the trainer want, like asked to the library. They go to right now
there but nothing reading significantly. Any students feel that reading through is not important, boring and
also can't see colorful pictures on there. Yeah, it is to get complicated. Book is very important for you. As we
know that on this period, many ways to get whatever we really wish for. Likewise word says, many ways to
reach Chinese's country. Therefore this Cloud Security and Privacy: An Enterprise Perspective on Risks and
Compliance (Theory in Practice) can make you truly feel more interested to read.

Janet Warren:

A lot of people said that they feel bored stiff when they reading a publication. They are directly felt it when
they get a half areas of the book. You can choose the actual book Cloud Security and Privacy: An Enterprise
Perspective on Risks and Compliance (Theory in Practice) to make your own reading is interesting. Your
own personal skill of reading ability is developing when you similar to reading. Try to choose simple book to



make you enjoy you just read it and mingle the feeling about book and examining especially. It is to be first
opinion for you to like to available a book and study it. Beside that the book Cloud Security and Privacy: An
Enterprise Perspective on Risks and Compliance (Theory in Practice) can to be your brand new friend when
you're truly feel alone and confuse with what must you're doing of this time.
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