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A comprehensive guide for deploying, configuring, and troubleshooting NetFlow
and learning big data analytics technologies for cyber security

Today’ s world of network security isfull of cyber security vulnerabilities,
incidents, breaches, and many headaches. Visibility into the network isan
indispensable tool for network and security professionals and Cisco NetFlow
creates an environment where network administrators and security professionals
have the tools to understand who, what, when, where, and how network trafficis
flowing.

Network Security with NetFlow and IPFIX isakey resource for introducing
yourself to and understanding the power behind the Cisco NetFlow solution.
Omar Santos, a Cisco Product Security Incident Response Team (PSIRT)
technical leader and author of numerous books including the CCNA Security
210-260 Official Cert Guide, details the importance of NetFlow and
demonstrates how it can be used by large enterprises and small-to-medium-sized
businesses to meet critical network challenges. This book also examines
NetFlow’ s potential as a powerful network security tool.

Network Security with NetFlow and |PFIX explores everything you need to
know to fully understand and implement the Cisco Cyber Threat Defense
Solution. It also provides detailed configuration and troubleshooting guidance,
sample configurations with depth analysis of design scenariosin every chapter,
and detailed case studies with real-life scenarios.

Y ou can follow Omar on Twitter: @santosomar
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- NetFlow Commercial and Open Source Software Packages

- Big Data Analyticstools and technol ogies such as Hadoop, Flume, Kafka,
Storm, Hive, HBase, Elasticsearch, Logstash, Kibana (ELK)

- Additional Telemetry Sources for Big Data Analytics for Cyber Security

- Understanding big data scalability

- Big data analyticsin the Internet of everything

- Cisco Cyber Threat Defense and NetFlow

- Troubleshooting NetFlow

- Real-world case studies
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Editorial Review
About the Author

Omar SantosisaPrincipal Engineer in the Cisco Product Security Incident Response Team (PSIRT) part of
Cisco’s Security Research and Operations. He mentors and leads engineers and incident managers during the
investigation and resolution of security vulnerabilitiesin all Cisco products. Omar has been working with
information technology and cyber security since the mid-1990s. Omar has designed, implemented, and
supported numerous secure networks for Fortune 100 and 500 companies and for the U.S. government. Prior
to his current role, he was a Technical Leader within the World Wide Security Practice and the Cisco
Technical Assistance Center (TAC), where he taught, led, and mentored many engineers within both
organizations.

Omar is an active member of the security community, where he leads several industrywide initiatives and
standard bodies. His active role helps businesses, academic institutions, state and local law enforcement
agencies, and other participants that are dedicated to increasing the security of the critical infrastructure.

Omar is the author of several books and numerous whitepapers, articles, and security configuration
guidelines and best practices. He has also delivered numerous technical presentations at many conferences
and to Cisco customers and partners, in addition to many C-level executive presentations to many
organizations. Omar is the author of the following Cisco Press books:

- CCNA Security 210-260 Official Cert Guide, ISBN-13: 9781587205668

- Deploying Next-Generation Firewalls Live Lessons, |SBN-13: 9781587205705

- Cisco’'s Advanced Malware Protection (AMP), ISBN-13: 9781587144462

- Cisco ASA Next-Generation Firewall, IPS and VPN Services (3rd Edition), ISBN-10: 1587143070

- Cisco ASA: All-in-One Firewall, IPS, Anti-X, and VPN Adaptive Security Appliance (2nd Edition), ISBN-
10: 1587058197

- Cisco ASA: All-in-One Firewall, IPS, and VPN Adaptive Security Appliance, ISBN-10: 1587052091

- Cisco Network Admission Control, Volume: Deployment and Management, | SBN-10: 1587052253

- End-to-End Network Security: Defense-in-Depth, ISBN-10: 1587053322

Users Review
From reader reviews:
Marjorie lngram:

Here thing why this kind of Network Security with NetFlow and |PFIX: Big Data Analytics for Information
Security (Networking Technology) are different and reputable to be yours. First of all reading through a book
isgood however it dependsin the content from it which is the content is as tasty as food or not. Network
Security with NetFlow and |PFIX: Big Data Analytics for Information Security (Networking Technology)
giving you information deeper and in different ways, you can find any publication out there but thereis no e-
book that similar with Network Security with NetFlow and | PFIX: Big Data Analytics for Information
Security (Networking Technology). It gives you thrill studying journey, its open up your own eyes about the



thing in which happened in the world which is possibly can be happened around you. Y ou can actually bring
everywhere like in park your car, café, or even in your method home by train. When you are having
difficultiesin bringing the printed book maybe the form of Network Security with NetFlow and IPFIX: Big
Data Analytics for Information Security (Networking Technology) in e-book can be your substitute.

David Crockett:

This book untitled Network Security with NetFlow and IPFIX: Big Data Analytics for Information Security
(Networking Technology) to be one of several books in which best seller in this year, here is because when
you read this e-book you can get alot of benefit onto it. Y ou will easily to buy thiskind of book in the book
shop or you can order it via online. The publisher of this book sells the e-book too. It makes you easier to
read this book, since you can read this book in your Cell phone. So there is no reason for you to past this
guide from your list.

JoeHessler:

Reading a publication tends to be new life style in this era globalization. With reading you can get alot of
information that may give you benefit in your life. Having book everyone in this world could share their
idea. Publications can also inspire alot of people. A great deal of author can inspire their particular reader
with their story as well astheir experience. Not only the story that share in the ebooks. But also they write
about the knowledge about something that you need example. How to get the good score toefl, or how to
teach your sons or daughters, there are many kinds of book that exist now. The authorsin this world always
try to improve their skill in writing, they also doing some exploration before they write to the book. One of
them is this Network Security with NetFlow and IPFIX: Big Data Analytics for Information Security
(Networking Technology).

Bertha Boone:

This Network Security with NetFlow and IPFIX: Big Data Analytics for Information Security (Networking
Technology) is great guide for you because the content which can be full of information for you who have
always deal with world and till have to make decision every minute. That book reveal it info accurately
using great organize word or we can point out no rambling sentencesinsideit. So if you areread it hurriedly
you can have whole detailsin it. Doesn't mean it only provides you with straight forward sentences but hard
core information with wonderful delivering sentences. Having Network Security with NetFlow and |PFIX:
Big Data Analytics for Information Security (Networking Technology) in your hand like finding the world in
your arm, detailsin it is not ridiculous a single. We can say that no publication that offer you world
throughout ten or fifteen second right but this publication aready do that. So, thisis certainly good reading
book. Hey there Mr. and Mrs. occupied do you still doubt that?
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